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1 Legal bases
e Customs Act, Article 42a (CustA; SR 631.0)
o Customs Ordinance, Article 112 letters a to s (CustO; SR 631.07)

o Agreement between the European Community and the Swiss Confederation on the
simplification of inspections and formalities in respect of the carriage of goods and on
customs security measures (SR 0.631.242.05)

e Agreement between the Government of the People's Republic of China and the Swiss
Federal Council on the mutual recognition of the authorised economic operator
programme in Switzerland and the Enterprise Credit Management programme in
China (SR 0.946.292.492.6)

o Agreement between the Kingdom of Norway and the Swiss Confederation on
Customs Security Measures (SR 0.632.315.982)

¢ Agreement between the Swiss Confederation and the United Kingdom of Great
Britain and Northern Ireland on the mutual recognition of their authorised economic
operator programmes (SR 0.946.293.671.3)

Members of the World Customs Organization (WCO) should also comply with the SAFE
Framework of Standards.

2 General
21 Introduction on AEO status

The term Authorised Economic Operator (AEO) refers to a status granted to companies that
are considered reliable in terms of the security of the international supply chain, with the aim
of securing the entire supply chain from the manufacturer to the end consumer. AEOs benefit
from facilitations in security-related customs controls, as well as other simplifications (see
section 2.4).

The AEO guidelines for Switzerland are based on those in accordance with the WCO's SAFE
Framework of Standards. The AEO concept was developed in response to increasing
globalisation and the changing international security situation. It centres around the basic
principle of partnership between customs authorities and economic operators, and the
common goal of strengthening and improving the security of the supply chain, as well as
facilitating legal trade.

Unlike the EU, Switzerland has only one type of AEO status.

Economic operators are not obliged to seek AEO status. Rather, it represents an option of
which they can avail themselves on the basis of their economic activity.

In principle, the AEO programme is available to all economic operators, including small and
medium-sized enterprises (SMEs), irrespective of their role in the international supply chain.
2.2 Purpose of the guidelines

The guidelines are aimed at the uniform application of the AEO provisions by the FOCBS and
the economic operators.

They are based on the Guidelines of the European Commission (TAXUD/B2/047/2011- Rev 6).
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2.3 International supply chain and relevant stakeholders

The security of the international supply chain is critically important for the smooth movement
of goods. This security is comprehensively ensured if, in particular, all economic operators
involved in the supply chain have AEO status and thus demonstrably comply with defined
security standards.

In any branch of industry, disruptions in the supply chain can significantly impact the entire
business operation, leading to both high costs and reputational damage.

The international end-to-end supply chain starts with the manufacture of goods for export, and
ends with the delivery (supply) of the goods to the purchaser outside the customs territory. The
international supply chain is not a discrete identifiable entity. Supply chains are made up of a
series of ad hoc constructs comprised of economic operators from various trade industry
segments. In some cases, the economic operators are all known and a long-term relationship
may exist. In other cases, they change frequently, or may only be contractually related for a
single operation/shipment.

In practice, many companies can play a number of roles in a supply chain and perform the

associated tasks (e.g. the freight forwarder can also act as the customs representative). The
main participants in the international supply chain are as follows:

o o (C)

Freight Warehouse

Manufacturer Forwarder keeper

Exporter

Customs agent Carrier

The roles and associated responsibilities are described in detail in the EU guidelines, part 1
section Il 1.11.4.

The selection of trading partners plays an important role. Companies applying for AEO status
should define and use a clear and appropriate procedure for selecting their trading partners.

If not all the relevant trading partners in the supply chain have AEO status, the applicants
should make contractual arrangements on security or request security declarations (see
section 5.2.5.5, Security of trading partners).
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24 Facilitations and advantages for AEOs
2.41 Direct advantages

2.41.1 Customs facilitations
AEOs benefit from the following facilitations:

e Their queries and requests are given priority.

e They are exempt from the requirement to provide security to cover claims under
Article 51 of the FOCBS Enforcement Tasks Act.

e Inspections and risk rating:

AEOs have a lower risk rating in Switzerland and those states which have concluded a
mutual recognition agreement with Switzerland. This rating is entered in the customs
authorities' risk management and good traffic systems, enabling the AEO to avail itself
of these advantages in its daily business activities.

o This means that inspections are carried out less frequently than with other
persons/companies subject to the declaration obligation’.

This does not apply if inspections are required owing to overriding public interest
or because of obligations under non-tax and duty-related legislation;

o Immediately after the FOCBS's decision to inspect, AEOs are informed that an
inspection will be performed, provided this does not adversely impact the
inspection or its results;

o Inspections are given priority treatment, i.e. the relevant consignment will be
inspected before consignments of non-AEOs that were assigned for inspection
at the same time. Technical support for this procedure is provided by the goods
traffic system®

o Upon request, inspections can be carried out at the AEQ's domicile.

¢ In the event of disruption to trade flows as a result of major events or force majeure, a
simplified and accelerated procedure will be used for clearing AEQ's goods
consignments.

This does not apply if it impedes the clearance of goods that are urgently needed for
national economic supply.

e If an AEO submits an exit summary declaration in the form of a goods declaration for
itself or for another AEO, no further details are necessary apart from the details required
for this goods declaration.

The AEO advantages should not be confused with the procedural simplifications under
customs legislation. Persons/entities with AEO status do not automatically benefit from
procedural simplifications such as the authorised consignor/consignee procedure; conversely,
AEO status is not a prerequisite for accessing these simplifications.

2.4.1.2 Mutual international recognition

The WCO's SAFE framework of standards requires customs authorities to agree on the mutual
recognition of AEOs and security measures. The mutual recognition of AEO status is a key
component for strengthening and supporting end-to-end supply chain security and at the same
time increasing the benefits to economic operators. Mutual recognition means that a customs
administration in one country recognises the AEO status granted by another country's
programme, and declares that it is prepared to grant significant, comparable and - where
possible - mutual advantages/facilitations to mutually recognised AEOs. The WCQO's AEO
Compendium provides an overview of AEO programmes around the world.

" Implementation takes place in the Passar goods traffic system and peripheral systems
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Switzerland concludes mutual recognition agreements (MRAs) on AEO status with countries
with an equivalent programme. Of the various statuses accorded in the EU, only status AEO
S (security) and the AEO C/AEO S combination (formerly AEO F) are currently recognised.
AEO C status (customs simplifications) on its own is not included.

In countries that have concluded relevant agreements, the holder of an AEO certificate issued
in Switzerland enjoys the same advantages as an economic operator based in the country
concerned. Globally, this ensures more predictability for international trade operations. So far,
Switzerland has signed such agreements with the EU, Norway, China and the United
Kingdom?.

2.4.2 Indirect advantages

2.4.2.1 Basic principles and examples

Any economic operator that meets the criteria and is granted AEO status may derive benefits
that are not directly linked to the business activity.

Investment by economic operators in increasing their security and safety standards may yield
positive effects in the following areas: visibility and tracking, personnel security, standards
development, improved supplier selection, transportation and conveyance security, building
organisational infrastructure awareness and capabilities, collaboration among supply chain
parties, proactive technology investments and voluntary security compliance.

Some examples of other indirect benefits that may result from these positive effects could be
as follows:

e reduced theft and losses;

o fewer delayed shipments;

e improved planning;

e better customer service;

e improved customer loyalty;

e better stock management;

e improved employee commitment;

e reduced security and safety incidents;

e lower inspection costs of suppliers and increased cooperation;

e reduced crime and vandalism;

¢ reduced problems through recognition of employees;

e better cybersecurity/IT security;

e improved security and communication between supply chain partners (including
through improved cooperation between authorities).

2 SR 0.631.242.05 Agreement between the European Community and the Swiss Confederation on the simplification of
inspections and formalities in respect of the carriage of goods and on customs security measures
SR 0.632.315.982 Agreement between the Kingdom of Norway and the Swiss Confederation on Customs Security Measures
SR 0.946.292.492.6 Agreement between the Government of the People's Republic of China and the Swiss Federal Council on
the mutual recognition of the authorised economic operator programme in Switzerland and the Enterprise Credit Management
programme in China
SR 0.946.293.671.3 Agreement between the Swiss Confederation and the United Kingdom of Great Britain and Northern
Ireland on the mutual recognition of their authorised economic operator programmes
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2.4.2.2 «Secure and safe partner» as a seal of quality

A key benefit of AEO status is the fact of being recognised as a secure and safe partner in
the supply chain. This is based, among other things, on meeting the demanding criteria,
including appropriate risk mitigation measures. This status is thus considered to be a seal of
quality. It is also possible to use the AEO logo, which makes the status visible to third parties
(see section 6).

This can result in a competitive advantage as parties could give preference to AEOs when
selecting new trading partners.

3 Criteria for acquiring AEO status

Economic operators can apply for AEO status if they are entered in the commercial register
(Switzerland/Liechtenstein) and engage in business activities in connection with the
international supply chain.

Once AEO status has been revoked by the FOCBS (revocation; Art. 112s para. 1 of the
CustO), a new application may only be submitted after three years have elapsed.

AEO status is granted if the applicant meets the criteria set out in Articles 112d to 112h of the
Customs Ordinance and Articles 1 — 5 of Annex |l to the Agreement on Customs Facilitation
and Security?:

o Compliance with the regulations;
e Ensuring a high level of control of its operations and the flow of goods;
e Ensuring financial solvency;

e Compliance with relevant security standards.

4 Application

The application for AEO status must be submitted to the FOCBS using the official form. The
following must be enclosed with the application:

o the completed self-assessment questionnaire from the FOCBS;

¢ the documents specified in the application.

Before the application is submitted, it must be ensured that the management supports the
AEO application.

The application procedure is described in detail in the Notes on the application and
questionnaire.

3 Agreement between the European Community and the Swiss Confederation on the simplification of inspections and formalities
in respect of the carriage of goods and on customs security measures (SR 0.631.242.05)
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5 Checking of applications
5.1 Introduction
5.1.1 Checking procedure and processing deadline

Authorisation checking is performed on the basis of the documentation submitted, internal
federal enquiries (systems, services) and checks at the domicile of the applicant (audit). In
exceptional cases (complex situations or corporate structures), a pre-audit is mutually agreed.

The effort involved in checking an AEO application will vary according to a number of factors,
including:

e scope and complexity of the applicant's business activities;

o the economic operator's preparations for the check, and the useable records;

e existing information and authorisations held by the FOCBS;

o the need to consult with other governmental authorities where appropriate.
It is expected that applicants will make appropriate preparations in advance of the check. It is
essential for the economic operator - especially the AEO contact person - to ensure that there

is a smooth and coordinated flow of communication between its relevant divisions, in order to
allow for an efficient checking process.

The FOCBS's decision on granting AEO status will be issued within 210 days from the receipt
of the application.
5.1.2 Factors in simplifying the authorisation procedure

In order to speed up the processing of applications, the FOCBS may, where possible, use
information it already holds on AEO applicants, in order to reduce the time needed for pre-
audit. For example:

e previous applications for customs authorisations;

e customs procedures used/declarations made by the applicant;

o self-assessment carried out by the applicant before submitting the application;

e standards complied with by the applicant.
In addition, the FOCBS may also take into account certain internationally recognised
standards relevant to AEO authorisation which the applicant has complied with and notified
to it.
5.1.3 Recognition of other security audits

If the AEO applicant already meets security and safety standards, these may be taken into
account and, where applicable, the audit of these security and safety aspects need not be
repeated.

The suitability of the security and safety standards referred to in Article 1129 CustO can be
demonstrated using an internationally recognised security and/or safety certificate.

Suitability is demonstrated if the applicant presents one of the following documents and if it is
clear that the prerequisites for issuing the relevant certificate are the same or comparable:

e an internationally recognised safety and security certificate issued on the basis of an
international agreement;
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e a certificate issued on the basis of an international standard of the International
Organization for Standardization;

o a certificate issued on the basis of a European standard of a European standards
organisation;

¢ a safety and security certificate issued by a Swiss federal authority.

Various ISO norms have been considered particularly relevant in this regard (e.g. ISO 9001
Quality management systems, 14000/14001 Environmental management system, 20858
Ships and marine technology - Maritime port facility security assessments and security plan
development, 27001 Information security, 28000 Security and resilience - Security
management systems, 28001 Security management systems for the supply chain, 28004
Security management systems for the supply chain - Guidelines for the implementation of
security management systems for the supply chain and the International Ship and Port Facility
Security Code). Having a given ISO certification does not automatically mean that the specific
AEO criteria are met. Sometimes a given ISO certification does not comply with the AEO
criteria; other times it does not fully comply and additional requirements must be met by the
applicant.

The Regulated Agent (RA) and Known Consignor (KC) authorisations issued by the FOCA in
connection with aviation safety meet comparable requirements to those for the AEO (above
all, building security, appropriate access controls, security of consignments and staff-related
security aspects).

Verifiable compliance with security requirements and standards set by intergovernmental
organisations (IMO, UNECE, ICAO, etc.), may also constitute partial or complete compliance
with the security criteria, to the extent the requirements are identical or comparable.

In addition, the FOCBS may accept the conclusions of an external expert with regard to
security standards.

5.1.4  Structure and completion of the self-assessment questionnaire

The self-assessment questionnaire is made up of several sections elucidating and assessing
various areas of the company. Structure:

e Company information (section 1)

o Criteria for granting authorisation:
o Compliance record (section 2)
o Accounting and logistical system (section 3)
o Financial solvency (section 4)
o Safety and security standards (section 5)

o Data on contact partners and persons (key positions) who are checked in the FOCBS
systems (section 6)

Each question must be answered in as much detail as possible and substantiated with
documentation. This also applies in regard to already existing security certificates and
standards.
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The completed self-assessment questionnaire and supporting documentation should be sent
to the FOCBS electronically (by email). Subject to consultation with the responsible company
audit teams, the federal secure file transfer application can be used for particular sensitive
data.

In the case of newly established companies, the company might not have the ability to submit
all information concerning questions related to its history. However, if the new company has
been created through the merger of existing companies, general information about these
companies and about their compliance with the regulations can be helpful in assessing the
risks associated with the missing information.

5.2 Criteria for achieving AEO status
5.21 Company information (section 1)

This section lists the information which the FOCBS needs to quickly obtain an overview of the
company and its activities. For example, the legal form, the organisational structures, any
interlinkages within a group, the number of sites and employees, the business volume and
activities, and authorisations and agreements with the FOCBS all provide important
information on how the company fits into the supply chain and what role it plays.

5.2.2 Compliance record (section 2)

5.2.2.1 General

In the three years prior to the submission of the application, the following people must not have
committed a serious breach or repeated infringement of customs and tax regulations, or a
serious criminal offence, in the course of their economic activity:

e the applicant;

¢ the people responsible for the company;

¢ the people who exercise management control;

e if applicable, the applicant's legal representative in customs matters; and

o the person responsible for customs matters in the company.

However, the compliance record may be considered as appropriate if the infringements can
be considered to be of minor importance in relation to the number or size of the relevant
operations and do not create doubts concerning the good faith of the applicant.

The applicant's previous compliance record may be assessed using data held by the customs
authorities. If the people exercising management control over the applicant company are
resident or domiciled in a third country, this provision should be assessed on the basis of the
information available.

If the company has been established for less than three years, its compliance should be
assessed on the basis of existing records and information.

5.2.2.2 Minor infringements

As regards what can be considered to be a minor/insignificant infringement, the first point to
bear in mind is that each case is different and will be treated on its own merits, taking the
background and size of the applicant into account. The aim is to establish whether the
infringements are indicative of an underlying problem stemming from a lack of knowledge of
customs rules and procedures on the part of the economic operator, or whether they are the
result of negligence. If the assessment concludes that the infringement can be regarded as
minor, the operator must provide evidence of the measures it intends to take to reduce the
number of infringements, for example in its customs transactions.
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5.2.2.3 Repeated infringements

In the case of infringements that are initially regarded as minor or insignificant, the customs
authorities investigate whether similar infringements have occurred repeatedly. The
investigation will assess whether this activity can be attributed to one or more specific people
in the applicant's company, or whether they are the result of deficient systems or processes. If
the infringements recur at a later date (even after the cause is thought to have been remedied),
this may be due to insufficient management of internal controls.

5.2.2.4 Serious infringements and criminal acts
When assessing and categorising cases as serious infringements or criminal acts, the

following should be taken into account:

o Deliberate action, i.e. the people under Article 112d of the CustO act intentionally and

are fully aware of the act;

e The breaching or infringement of the regulations is assessed to be a criminal act
carrying a minimum/maximum sentence or substantial monetary penalty;

e The infringement or criminal act results in an entry in the register of convictions: a
custodial sentence, fine or substantial penalty.

Serious infringements can also include violations that are so serious that, even without
fraudulent intent on the part of the applicant, they should be regarded as indicative of a serious
risk in relation to security or customs/tax regulations, or criminal acts in the context of the

relevant business activity.

Examples of serious infringements or criminal acts (non-exhaustive list):

Customs law
e  Smuggling

e Fraud (e.g. deliberate misclassification under *

the customs tariff, false declarations regarding o
value or origin)

¢ Infringements related to intellectual property
rights (IPR)

e Fraud regarding anti-dumping regulations .

¢ Infringements relating to prohibitions or
restrictions and non-customs legislation (e.g. .
serious breach of a ban)

¢ Counterfeiting

o All other offences related to customs
requirements

Tax law

e Tax fraud

e Tax evasion

o Offences relating to excise duties

e VAT fraud *

Serious criminal offences relating to business
activities

Bankruptcy fraud

Infringement against health legislation, e.g. placing
unsafe goods on the market

Infringement against environmental legislation, e.g.
illegal cross-border movement of hazardous waste

Fraud related to the dual-use ordinance or breaches
of embargos

Participation in a criminal organisation
Bribery and corruption

Fraud

Cybercrime

Money laundering

Direct or indirect involvement in terrorist activities
(e.g. carrying out business or other activities that
promote or assist internationally recognised terrorist
groups)

Direct or indirect involvement in promoting or
assisting illegal migration
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5.2.3 Accounting and logistical system (section 3)

5.2.3.1 General

The applicant must demonstrate a high level of control of its operations and the flow of goods.
The applicant must maintain an accounting system which is consistent with the generally
accepted accounting principles and which allows audit-based customs controls. The data is
archived in the system in such a way that an audit trail is created at the time of data entry.

The records kept by the applicant for customs purposes should be integrated into the
applicant's accounting system or allow the information to be cross-checked with that in the
accounting system.

To enable the FOCBS to carry out the necessary controls, the applicant has to allow the
FOCBS physical or electronic access to its accounting systems and, where appropriate, to its
commercial and transport records.

5.2.3.2 Access to company's records

Access to a company's records is defined as the possibility of obtaining the required
information, no matter where the data is physically stored. Required information includes the
company's commercial records as well as other relevant information which is needed to
perform the pre-audit.

Access can take different forms:

o Paper-based: A hard copy of the required information is presented. The paper-based
solution is appropriate when the quantity of the required information is limited. This
situation can, for instance, occur when annual accounts are checked.

o Portable data storage media: a copy of the required information is presented on storage
media or similar format. This solution is appropriate when a larger quantity of
information is involved and data processing is needed. This situation can, for instance,
occur when all or an extract of financial transactions of a specific supplier account is
checked in a given period of time.

¢ «Online access»: through the company computer system in the case of a site visit. If
necessary, other electronic options can also be used for this purpose.

The FOCBS should have the possibility of processing the data, irrespective of the data format.

5.2.3.3 Audit trail

In accounting, an audit trail is a process by which each bookkeeping entry can be traced back
to its source in order to check its accuracy. A complete audit trail allows the lifecycle of
operational activities to be tracked, i.e. the flow of goods and products coming in, being
processed and leaving the applicant's premises. Many businesses and organisations require
an audit trail in their IT systems for security reasons. The audit trail maintains a historical record
of the data that enables each data set to be traced from the moment it enters the company's
computer system to the time it leaves.

The audits carried out must be compared with the security checks. If necessary, the information
entered in the system should reflect the material transport of goods and products
(consignments), including recording the measures taken in connection with the security of the
international supply chain.

5.2.3.4 Other criteria
With regard to section 3, the applicant must also:
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¢ have an administrative organisation which is commensurate with the type and size of
business and which is suitable for the management of the flow of goods, and have
internal controls capable of preventing, identifying and remedying errors, and
preventing and detecting illegal or irregular transactions. In this regard, it should be
noted that there are no «standard rules» for such an administrative organisation. It
should have an appropriate internal control system (ICS) which is tailored to its
business model (see R-62-03 AEQ ICS);

o where applicable, have satisfactory procedures in place for the handling of licences
and authorisations connected to commercial policy measures or to the trade in
agricultural products;

o where applicable, have processes in place for managing import and export licences
related to prohibitions and restrictions which enable goods that are subject to such
regulation to be distinguished from other goods;

o have satisfactory procedures in place for archiving the company’s records and
information and for protecting against the loss of information;

e ensure that staff are instructed to notify the FOCBS of any problems relating to
regulatory compliance, and that procedures for such notification are established (e.g.
unusual or suspicious cargo documentation; unusual requests for information regarding
consignments; unaccounted-for cargo; damaged seals, etc.);

e have appropriate security measures in place (firewalls, anti-virus programs, etc) to
protect its IT systems from unauthorised intrusion and to secure its data and
documents. IT security threats are a risk that should be taken seriously. Regular
penetration tests (required as part of the certification or approval process) can help to
detect and remedy vulnerabilities and hazards in good time, and mitigate associated
risks.

5.2.4 Financial solvency (section 4)

5.2.4.1 General

Financial solvency is deemed to have been demonstrated if the applicant is in a satisfactory
financial situation which allows it to meet its obligations in connection with the relevant activity,
especially if

e it is not in insolvency proceedings;

¢ in the three years preceding the application, it has met its obligations regarding the
payment of customs duties, taxes or other charges levied when or in connection with
importing or exporting goods;

o for the three years preceding the application, it can demonstrate that:

o its financial capacity is sufficient to meet its obligations in relation to the type
and size of its business activities; and

o its net assets are not negative or, if they are, the negative balance can be offset.

As regards the criterion that the applicant should not be in insolvency proceedings, the term
«insolvency» should not be understood as meaning «bankruptcy». Bankruptcy is a situation in
which there is a legal declaration — usually issued by a court — that a company is unable or
impaired in its ability to meet its obligations to its creditors. This criterion places the focus on
the technical definition of insolvency and the risk that the economic operator may not be able
to service its debt, owing to its economic and financial situation. In this regard, all indicators
that the operator may not be able to meet its financial obligations, either now or in the near
future, should be carefully examined and assessed.
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As a general rule, the criterion of financial solvency is deemed not to be met if the applicant
has not paid legal owed amounts. However, the FOCBS will investigate whether there are valid
reasons for the non-payment or late payment. Valid reasons could include a temporary or one-
off capital flow or liquidity problem in cases where the applicant's overall financial situation and
reliability are not in doubt, or where late payment by the applicant is due to an administrative
error rather than a solvency problem.

5.2.4.2 Information sources

The extent of information-gathering also depends on whether the applicant is already known
to the FOCBS. The assessment does not consider individual indicators in isolation. Decisions
are based on the applicant's overall situation, as the main aim is to ensure that the operator
can permanently meet its obligations.

To evaluate this criterion, the FOCBS may consult various information sources. It can:

e examine the applicant's balance sheets and cash flows or audit reports, annual
accounts and financial indicators, in order to assess the applicant's ability to meet its
obligations;

e consult debt collection agencies or obtain credit ratings from credit reference agencies;

e obtain assessments from external experts regarding the management of commercial
records and solvency.

Proof of financial solvency can also be provided by the applicant itself by means of further
supporting documents. For example, the applicant may refer to its credit rating from a bank, or
to other information from a bank. In most cases, the applicant's bank will be able to provide
information on the applicant's financial solvency.

Furthermore, the FOCBS can also establish whether the applicant is able to meet its financial
obligations by checking the following:

e the applicant is not listed in the register of companies in insolvency or liquidation;

e itis not currently availing itself of a payment deferment (an economic operator and the
FOCBS can agree that the payment of customs duties can be extended for a defined
period, if the operator is in financial difficulty or has cash flow problems and is therefore
unable to meet its obligations when due);

o for the three years prior to submission of the application, the applicant has not filed any
request for a composition agreement and no applications for bankruptcy have been
filed against the applicant;

e the applicant was not late in paying amounts legally due to the FOCBS in the last three
years (this excludes amounts that are not yet legally due or are under appeal).

Information on the applicant's ability to meet its payment obligations to third parties can also
provide useful background for a decision. For example, the FOCBS may examine the
applicant's full annual accounts for the last three years, focusing on the following aspects:

e Where required by company law, the accounts have been filed within the time limits
laid down in that law;

¢ Comments by the auditors or directors about the continuation of the business as a
going concern;

e The net current asset position;

e The net current assets and the value of included intangible assets.
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5.2.4.3 Note relating to parent companies and subsidiaries

When assessing the financial situation of a subsidiary, it should be taken into account that its
activities may be covered by a letter of comfort or a guarantee from the parent company. The
FOCBS may request further evidence in connection with the undertaking of the guarantor.

5.2.4.4 Note relating to newly established companies

The financial solvency of an applicant established for less than three years will be assessed
on the basis of records and data available at the time of the application. This could include the
most recent key figures, interim reports, preliminary balance sheet and profit and loss accounts
approved by the directors/partners/sole proprietor, but also business plans. If the applicant's
business activity is financed through a loan from another person or financial institution, the
FOCBS may also request a copy of the applicant's business case and other relevant
confirmations.

5.2.4.5 Solvency in the case of negative net assets

In some circumstances, a company's net assets may be negative, for example when a
company is set up by a parent company and its liabilities are financed by a loan from the parent
or a financial institution. In such cases, negative net assets need not be an indicator that a
company is unable to meet its financial obligations, so long as these negative net assets can
be offset.

5.2.5 Safety and security standards (section 5)

5.2.5.1 General

In its business activities, the economic operator must ensure a high level of awareness on
security and safety measures, both internally and in its business activities with customers,
suppliers and external service providers.

In preparing for the checking by the FOCBS, the economic operator must perform a self-
assessment to assess whether the company is able to meet the security requirements. This
self-assessment is an attempt to evaluate the risks and hazards that may arise at the point in
the supply chain at which the company operates. It is also aimed at identifying measures that
could help to minimise these risks and hazards (similar to what is envisaged in ISO 28000 or
the ISPS Code, as referenced). This also includes physical integrity (guaranteeing the integrity
of the consignment in the supply chain, e.g. in connection with buildings, premises,
infrastructures, transport aids, goods packaging, etc.), access controls, logistics processes and
the handling of specific types of goods, staff-related measures and checking of trading
partners.

5.2.5.2 Building security

The applicant's security and safety standards are considered to be appropriate if buildings to
be used in connection with the operations to be covered by the certificate are constructed of
materials which resist unlawful entry and provide protection against unlawful intrusion. In the
event of intrusion of the perimeter fence or building, these measures are also aimed at ensuring
that:

e intruders can be delayed and deterred (bars/grilles, access codes, securing of internal
and external windows, locking devices on gates and fences);

e the intrusion can be detected as quickly as possible (e.g. burglar alarms, video
surveillance, movement sensors);

o there is a swift response (remote alarm transmission to a manager or a security firm).

As a general rule, security measures should be designed holistically, i.e. this criterion must
always be considered in connection with access controls and the security of consignments.
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The location of the company premises can also have an impact on the security measures to
be taken (e.g. areas with a high crime rate, residential or industrial area, immediate proximity
to buildings, proximity to roads or railways).

5.2.5.3 Appropriate access controls

The applicant must ensure that appropriate measures are in place to prevent unauthorised
access to offices, shipping areas, loading docks, cargo areas and other areas of relevance for
the supply chain.

With regard to access control processes, small and medium-sized enterprises (SMEs) must
generally meet the same requirements as larger companies, although other solutions may be
appropriate, such as:

e Fence or reception area with intercom system (remote control) if no resources are
available to provide staff for access monitoring;

¢ Instructions to staff to keep the doors to shipping areas locked. Requirement for drivers
to use doorbell systems before entering shipping areas;

¢ Instead of ID badges for staff and visitors, use a simpler method of identification.

5.2.5.4 Security of consignments

The applicant's security and safety standards are considered to be appropriate if measures for
the handling of goods provide comprehensive protection against unauthorised introduction or
exchange, unauthorised handling and tampering with cargo units.

The aspects taken into consideration include (depending on the industry segment):

e Integrity of cargo units (incl. handling of locks, seals, tamper-evident seals; possibly
also seven-point inspections?);

e Logistics processes (incl. selection of freight forwarder and means of transport);

e incoming goods (incl. quality and volume controls, and if necessary inspection of
locks/seals);

e Storage of goods (incl. stock controls);
e Production (incl. quality controls);
e Packaging of goods (incl. packaging requirements) and

e Loading of goods (incl. quality and volume controls, locks/seals and identification).
Where possible and appropriate, the measures should be documented.

Defects in connection with the integrity of consignments/cargo units should be identified and
reported to the security unit or security officer as soon as possible (investigation, logging,
initiation of countermeasures).

The security of the consignment is inextricably linked with building security, access controls
and the security of the trading partners.

The FOCBS will take the specific circumstances of the SME into consideration, e.g. locked
grilles/doors, corresponding signage and directives may be sufficient to ensure that access to
sensitive areas is secure.

4 Qutside, inside/outside doors, left and right side, front walll, ceiling/roof, floor/inside
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5.2.5.5 Security of trading partners

The applicant must take measures enabling it to clearly identify its trading partners and to
ensure that these partners ensure the security of their part of the international supply chain
(through appropriate contractual arrangements or other appropriate measures in accordance
with its business model).

In the self-assessment, all participating trading partners must be assigned a role based on
their activities. This role can be used to assess the risk stemming from each trading partner,
and define the security measures required of them.

For instance, manufacturers and warehouse keepers should ensure and promote the
awareness that premises should meet an acceptable security standard that prevents goods in
production and/or storage (incl. loading points) from being tampered with, and prevents
unauthorised access.

Importers/freight forwarders/exporters/customs agents should ensure that the involved agents
are familiar with the customs assessment procedure and the goods traffic systems, and
possess the necessary knowledge of the documents required for the goods being assessed
for customs.

Carriers should ensure that the goods in their care retain their integrity and are protected
against unauthorised access. Ongoing goods transports should not be unnecessarily
interrupted (aim for direct delivery where possible).

Economic operators can only be held responsible for their part of the supply chain (e.g.
equipment and buildings operated by them), and for the goods which are in their custody.
Through contractual arrangements between the applicant and its business partners, the
security of the downstream parts of the supply chain can also be ensured. Consignments that
are not, or only partially, covered by security measures are not regarded as fully secure and
this should be reflected in the risk assessment.

The applicant or AEO can improve and ensure the security of its supply chain, for example
through the following measures:

e by working together with other authorised economic operators (AEOs) or partners with
equivalent status;

e by entering into contractual arrangements on security with its business partners (where
this is compatible with its business model);

e by selecting its subcontractors (e.g. carriers, freight forwarders) on the basis of
compliance with certain security regulations and/or binding international requirements
(known consignor, regulated agent, etc.);

e by ensuring that contracts contain clauses prohibiting subcontractors from awarding
work to other subcontractors, or awarding work to subcontractors that cannot
demonstrate that they have clear detection procedures and appropriate security
measures in place;

e by using locks/seals that permit the detection of intrusion or tampering with regard to
freight or cargo units;

e by performing integrity inspections on laden containers on the premises and in the
storage areas;

¢ by obtaining information and references on trading partners and their products (risky or
sensitive goods) before entering into contractual arrangements;
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e by performing security audits on trading partners (or having an audit performed by a
third party);

e by using carriers, freight forwarders, logistics companies and/or enterprises that have
international security certification (e.g. ISPS Code, regulated agent, TAPA);

e by taking precautions in security-related areas, especially where relevant vulnerabilities
are identified during security evaluations or assessments;

e by requiring, where compatible with its business model, a security declaration (taking
into account the parties' respective roles in the supply chain, responsibilities, etc.).

Examples of security declarations are published under Forms on the Authorised
Economic Operator webpage (standard declaration in Annex 1).

If the applicant enters into contracts and agreements or obtains security declarations, it must
also monitor compliance by the trading partner or subcontractor with the obligations therein.

The measures listed above do not constitute an exhaustive list of examples. The choice of
measures is situation-specific and will depend on the partner's individual role within the supply
chain and the associated risks, as well as the business model.

The measures agreed with the trading partners should be monitored using appropriate
procedures. These shall be regularly reviewed and updated.

If the applicant/AEO ascertains that a business partner which is part of the international supply
chain does not apply appropriate security and safety standards, it will immediately and to the
extent possible take appropriate measures to improve or restore supply chain security.

When accepting consignments from unknown and not clearly identifiable business partners,
measures should be taken to reduce the security risk to an acceptable level.

In the case of multiple subcontracting, the responsibility for supply chain security transfers from
the applicant /AEOQ to its business partner (in accordance with a formally agreed obligation). If
this business partner, in turn, subcontracts to this parties, it should monitor this «second-
degree» subcontractor's compliance with the security measures. The applicant/AEQ is free to
decide whether to allow its subcontractors to further subcontract to third parties.

If the AEO identifies problems in compliance with security standards, it shall inform the FOCBS
immediately and fully.

5.2.5.6 Staff-related security aspects

Although not related to workplace safety, these security aspects are among the most important
security factors. It is therefore important to prevent people who could pose a security threat
from being employed or granted access to security-sensitive areas. The security and safety
standards are considered to be appropriate if the applicant conducts, in so far as legislation
permits, security screening on prospective employees working in security-sensitive positions
and carries out periodic background checks.

In addition to existing checks, the AEO, as an employer, is expected to obtain official criminal
record checks when filling key positions within the company (e.g. members of the executive
board, finance director, compliance manager, HR and customs managers). New employees
must also disclose any other employment or activities that pose a security risk.

Overall, the measures should not go beyond what is necessary to achieve the objective
(proportionality). All necessary checks must be performed in compliance with the national
legislation on the protection of personal data.
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Whether the criterion is met and how it is assessed depend on the applicant's size,
organisational structure and type of business activity. The focus is mainly on employment
policy and the handling of cases where employees leave the company or are dismissed, and
on employees working in security-relevant areas. In cases of dismissal, access credentials and
access to company premises and information systems must be revoked promptly.

5.2.5.7 Programmes to promote security awareness

The applicant must ensure that employees with security-related responsibilities (e.g. security
staff, staff responsible for cargo handling and the preparation of shipping documents, staff in
the dispatch and goods reception areas, etc.) regularly attend programmes to further enhance
their awareness of security issues.

Awareness-raising (training) should ensure that the relevant employees can identify deviations
from security standards and know how to react if security-related defects occur. Suitable
measures are:

e Training about risks in the international supply chain;

o Developing and providing training materials, providing technical instructions, holding
training courses aimed at identifying potentially suspicious consignments;

e Keeping records of training methods, guidance distributed, courses held and further
training measures (documentation);

e Assigning responsibility for security training (position/person, either internal or
external);

e Promoting employee awareness of internal company procedures for identifying and
reporting suspicious incidents;

o Specific staff training to ensure the integrity of consignments, the identification of
internal security threats and the protection of access controls.

The promotion of security awareness should already begin before the granting of AEO status.

No regulations exist regarding the frequency of training courses. However, security awareness
should be maintained (refresher courses), especially in the event of changes at the company
(procedures, goods and material flows, buildings and locations, etc.). The course content
should be regularly reviewed and updated, while taking account of the company's own
business activities (e.g. special modes of transport).

The procedures can be tailored to the size of the company.

5.2.5.8 External service providers

The applicant should have appropriate security procedures in place (contractual
arrangements, specific security declarations, etc.) for any external service providers
contracted. This includes, for example, cleaners, software providers, security companies,
caterers, etc. Unlike trading partners, these contractors do not have a direct role in the
international supply chain, but they may have a critical impact on the AEO's security and
customs systems.

See — Form «List of AEO business partners and service providers».

5.2.5.9 Contact person

The applicant must appoint a contact person responsible for safety and security-related
questions, and inform the FOCBS of their name. Ideally, a deputy should also be designated.
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This person acts as the contact point for issues relating to safety and security, and should be
fully aware of all associated issues. The transfer of knowledge and access to appropriate
documentation must be ensured.

6 Granting of AEO status (decision, certificate and AEO logo)

Once the applicant has successfully completed the authorisation procedure, the FOCBS sends
them a decision letter granting them AEO status, together with a final report (summary) with
the main conclusions. At the same time, the AEO status (together with the validity date) is
entered in the relevant customs systems and the partner states are notified.

The list of AEO authorisation holders is published on the FOCBS website: List of certified firms.

In connection with the granting of AEO status, the AEO will receive a certificate (original print)
which can also be used to prove AEO status to other business partners or authorities.

Authorised economic operators are entitled to use the AEO logo (e.g. for marketing purposes,
print templates, etc.).

Authorised Economic Operator H

The logo is protected (Swiss Federal Institute of Intellectual Property) and may only be used
by holders of a valid AEO status. It is provided in various formats (.eps, .jpg, .png, .svg, .tif) by
the FOCBS and cannot be downloaded from the website. Any misuse will be prosecuted in
accordance with the law.

7 Inspection, monitoring and risk assessment

The FOCBS continuously monitors the AEQ's ongoing compliance with the requirements and
criteria (Art. 1129 of the CustO). Regular monitoring is primarily the responsibility of the AEO,
and is performed, among other things, using the existing internal control systems. This ICS
must be kept up to date to reflect any significant changes (e.g. business activities, procedures,
risks, systems); see also R-62-03 AEO ICS.

At the same time, the AEO legally obligated to inform the responsible FOCBS unit about
significant events that may have an impact on its AEO authorisation or threaten its compliance
with the requirements and criteria (Duty to provide information, Art. 1120 of the CustO).

As a follow-up measure to the completed authorisation procedure, the FOCBS draws up a
monitoring plan for each AEO. It contains the points and outstanding matters to be monitored,
as well as the recommendations from the certification, i.e. from the checklist in the self-
assessment questionnaire or the final report and the continuous monitoring. Observed risks
are documented and assessed. The FOCBS also logs the results of measures and monitoring
activities (document analysis, on-site audits, system evaluations, etc.). Early warning signals
should also be taken into account, and may lead to the adjustment of the monitoring concept.

It is of great importance that the criteria and conditions of the AEO status are evaluated on a
regular basis, as there is no limitation on the period of validity for the AEO authorisation. At the
same time, monitoring leads to a better understanding of the AEO's business activities and its
role in the international supply chain.
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If one of the elements of the evaluation leads to the conclusion that the operator is not or no
longer in control of one or more risks, the FOCBS informs the AEO about that conclusion. The
AEO must then undertake improvement actions, which in turn are subject to assessment by
the FOCBS. This can also lead to the conclusion that the AEO status should be suspended or
revoked.

8 Suspension or revocation of AEO status

The FOCBS will suspend AEO status if it observes, or has sufficient grounds to assume, that
one or more of the authorisation criteria are no longer met or require further clarification
(Art. 112r of the CustO). Suspension of AEO status takes effect immediately and means that
any authorisation granted is not valid for a specific period. The FOCBS defines an appropriate
period of suspension.

If the requisite measures are not taken during the period of suspension, the FOCBS will revoke
the AEO status. Status is also revoked if a person in accordance with Article 112d of the CustO
repeatedly breaches the customs, tax or other federal legislation, or has committed a serious
crime as part of its business activities and the criminal judgement is final.

The AEOQ itself may also request the FOCBS to suspend or revoke its AEO status.
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Annex 1

Security declaration for authorised economic operators (AEO)

Name (company)
Street

City/town
Country
Postcode
Telephone

Email

| hereby declare that:

e goods that are produced, stored or transported on behalf of authorised economic
operators (AEQOs), that are delivered to them or accepted by them,

o are produced, stored, treated, processed and loaded in secure business premises
and secure loading and shipping areas

o are protected against unauthorised access during production, storage, treatment,
processing, loading and transport

¢ reliable staff are employed for the production, storage, treatment, processing, transport
and acceptance of such goods

e business partners who are acting on my behalf are informed that they also need to
ensure supply chain security as mentioned above.

Name of authorised signatory® Company stamp
Position
Signature
Date of issue

This declaration was issued to:

Name (company)
Street

City/town
Country
Postcode

5 Authorised signatory according to the extract from the commercial register
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